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Abstract of the contribution: Layer-3 UE-to-Network Relay with support of N3IWF
1 Discussion
This contribution adds a new candidate solution to document the option to route the Remote UEs traffic via N3IWF. This candidate solution is intended as an additional enhancement of the L3 UE-to-Network relaying solution. This solution complements L3 UE-to-Network Relaying solution by adding UE to HPLMN security solution via N3IWF and by addition of mobility support using MOBIKE. 

This candidate solution is intended as an add-on rather than a replacement of pure L3 UE-to-Network Relaying solution which can be still justified on its own in the public safety use case where a public authority official would need to cross the country border to assist the local authority in dealing with a major disaster. In such case it can't be taken for granted that the roaming public authority official's subscription would in all cases have the roaming rights to VPLMN. If that is the case, L3 UE-to-Network relaying between e.g. firefighters of neighbour countries can be supported even without the Remote UE having any subscription-based roaming in the country of the UE location. 

2 Proposal

It is proposed to update TR 23.752 as follows
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6.0
Mapping of Solutions to Key Issues
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6.X
Solution for Key Issue #3: Layer-3 UE-to-Network Relay with support of N3IWF
6.X.1
Description

This is a solution for key issue #3, UE-to-Network Relay.

ProSe 5G UE-to-Network Relay entity (Relay UE) provides the functionality to support connectivity to the network for Remote UEs (see figure 6.X.1-1) for both public safety services and commercial services (e.g. interactive service).

A UE is considered to be a Remote UE for a certain Relay UE if it has successfully established a PC5 link to this Relay UE. A Remote UE can be inside NG-RAN coverage or outside of NG-RAN coverage.

The solution is intended as an optional complementary addition to baseline L3 UE-to-network Relay solution e.g. as described in clause 6.6 and that would apply when policies in the remote UE require either of

· traffic confidentiality (e.g. when not provided by higher / Application layers),

· IP @ preservation at mobility between direct 5GC access (via Uu connected to NG RAN) and 5GC access via a Relay UE.
The solution relies on the architecture of Figure 6.X.1-1.
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Figure 6.X.1-1: Architecture model using a ProSe 5G UE-to-Network Relay with support of N3IWF
The solution reuses the Untrusted access to 5GC that has been defined in 3GPP R15 and already reused as part of R16 for 5GC access to a PLMN via a SNPN and a N3IWF. The N3IWF treats 5G Prose Remote UE just like any N3GPP UE without exceptions, i.e. there is no impact on N3IWF
The corresponding protocol stacks of the solution are defined in Figure 6.X.1-2.
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Figure 6.X.1-2: Protocol stack of ProSe 5G UE-to-Network Relay with support of N3IWF
Handling of different IP versions:
1. 1.
In IPV4 case, the Relay UE allocates an IP @ to the Remote UE; The Relay UE enforces NAPT (Network Address and Port Translation) between PC5 and Uu. For DL traffic it uses the port above IP to determine the PC5 address and link (remote UE) to use. The Relay UE is unaware of whether it relays UP or CP for the Remote UE

2. 2.
In IPV6 case, the Relay UE provides an IP Prefix to the Remote UE; the Relay UE may use PD (Prefix Delegation as defined in TS 23.316 clause 4.6.2.3 to get prefixes to allocate to REmote UE(s): The Relay UE acts as a "Requesting Router" as described in IETF RFC 3633.

The 5GC to which the Relay UE is registered and the 5GC to which the Remote UE is registered may correspond to 

· To the same PLMN, in which case the split of the figure above is just conceptual

· To different PLMNs, as this solution does not mandate the Remote UE to be served by the same PLMN as the Relay UE
The solution aims at using the RAN Transparency of the remote UE for the RAN brought by L3 solutions while ensuring

· Confidentiality of data traffic of the remote UE without Relay UE eavesdropping, and
· Possibility for IP address preservation for remote UE when it moves between PC5 access via Relay UE and native direct Uu access to 5GS without relaying.
The solution is transparent for NG RAN. The NG RAN (gNB) and the UPF relay are not aware of the relay operation for remote UE.

The solution aims at providing security and IP mobility with minimised network and standards impacts by reusing specification work done in R15 and R16 for PLMN access over SNPN.

6.X.2
Procedures

The connection of a Remote UE via a Relay UE is shown in Figure 6.X.2-1.
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Figure 6.X.2-1: Procedure for settin up ProSe 5G UE-to-Network Relay with support of N3IWF
0
The Relay UE and Remote UE are provisioned for UE-to-NW relaying including provisioning for baseline PC5 usage and for relaying operation. Provisioning mechanisms in solutions for key issue #1 and #3 are re-used.
1
The Relay UE registers as specified in TS 23.502 [8], clause 4.2.2.2.2.

2
The Remote UE discovers and selects Relay UE and establishes a connection for One-to-one ProSe Direct Communication as described in Solution #6 in clause 6.6. 
3
The Remote UE requests for ProSe 5G UE-to-Network Relay operation. A procedure for authorization of relaying may take place. This is expected to be defined in other solutions.
4
If the 5G Relay UE hasn't got any PDU session that can support the requirements of the PC5 connection with the remote UE, including suitable S-NSSAI, DNN and QoS parameters, the Relay UE initiates a PDU session establishment as specified in TS 23.502 [8], clause 4.3 for relaying the Remote UE traffic.

Editor's note:
How the Relay UE determines the PDU Session parameters such as S-NSSAI, DNN, etc…, is specified in other solutions for KI#3.

-
This PDU Session is of an IP PDU Session type. 

-
This PDU Session may use a dedicated S-NSSAI allowing to apply dedicated policies in the 5GS of the relay UE.

-
The trigger to establish this dedicated PDU Session could be the first PC5 set-up request from a Remote UE. the PDU session release criteria can be the release of the last PC5 for the remote UE.
5
IPv6 prefix is allocated for the remote UE as specified in TS 23.303 [9] clause 5.4.4.2 and or IPv4 address is allocated as specified in clause 5.4.4.3. Uplink and downlink data relaying can start after this step.

-
The Remote UE gets a local IP address from the Relay UE following the L3 procedure in clause 6.6, where the Relay UE acts as a DHCP server (or SLAAC Router or Router with Prefix Delegation for IPv6) and NAPT. The Relay UE may enforce NAPT between PC5 and Uu. For DL traffic the Relay UE uses the TCP/UDP port to determine the PC5 address and link (remote UE) to use. The Relay UE holds a mapping table between local IP addresses and PC5 links as the relay UE may act as a relay for multiple Remote UEs.
NOTE:
Steps 1 to 5 are common with solution in clause 6.6. From step 6 onwards, all Remote UE signalling procedures towards its N3IWF are run over the PDU session established by the Relay UE in step 4 and using IP address information negotiated in step 5. 
6
The Remote UE determines whether it needs the services of a N3IWF. This decision can be UE implementation dependent or controlled by local policies that may take into account application level ciphering mechanisms and Application level IP mobility requirements. This means that the mechanism described in this solution is OPTIONAL.
7
The Remote UE
7a.
discovers N3IWF using DNS lookup as specified in as specified in TS 23.501 [6] clause 6.3.6.1 – 6.3.6.3.
7b.
connects to N3IWF selected in step 7a for IKE establishment as specified in TS 23.502 [8] clause 4.12.2.2. 

7c.
registers to the 5GC via the N3IWF selected in step 7as specified in TS 23.502 [8], clause 4.12.2.2. The N3IWK considers this Remote UE access as N3GPP access. Thus, the remote UE is authenticated via its own credentials as specified in TS 33.501 [20], clause 7.2.1.
8
The Remote UE establishes data connectivity over the registered N3IWF access. The Remote UE may set up one or multiple PDU Sessions or move existing PDU Sessions as follows:
-
Remote UE can establish one or more new PDU Sessions as described in TS 23.502 [6], clause 4.12.5

-
Based on mobility of a PDU Session that the Remote UE was using before using relaying, the Remote UE can proceed following PDU Session mobility procedures specified in TS 23.502[8], clause 4.9.2.2

The Remote UE registers via N3IWF as specified in TS 23.502 [6], clause 4.12.2, and establishes PDU Session as specified in TS 23.502 [6], clause 4.12.5. As IPsec is used for both NAS and UP traffic of the Remote UE, both NAS and UP traffic of the Remote UE are hidden from the Relay UE
IKE keep alive(s) between the Remote UE and the N3IWF are used for detecting possible path failure.

Mobility of a Remote UE between different Relay UE(s) may be supported when the Remote UE and N3IWF support MOBIKE. This is negotiated between the Remote UE and the N3IWF as specified in TS 23.502 [8], clause 4.12.2.2).


6.X.3
Impacts on services, entities and interfaces

This solution impacts the following system entities. 
Remote UE: 

-
Capability to use N3IWF procedures also for 5G ProSe access

Relay UE:

-
Capability to set up and maintain PDU session for Relay UE communication
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3. Remote UE requests relaying. Procedure for authorization of relaying may take place. 



This may be defined by other solutions.
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